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COMPETITIVE BIDDING CONTRACT  
REQUEST FOR PROPOSALS 

FOR 
CYBER AUDITOR OF RISK MANAGEMENT COMPLIANCE 

 
 
I.   PURPOSE AND INTENT 
 
Through this Competitive Bidding Contract Request for Proposals, the New Jersey Utility 
Authorities Joint Insurance Fund (hereinafter the “NJUA”) seeks to engage a Vendor to 
Audit member compliance with the MEL Cyber Risk Management Program.  This contract will 
be awarded through a fair and open process pursuant to NJSA 19:44A-20.4 et seq. and complies 
with the best practices recommended by the Office of the State Controller.   
 
Submit (a) one original paper copy, clearly marked as the “ORIGINAL”.  Once the deadline has 
passed, the proposer will be contacted and asked to provide the response via electronic mail, 
preferably in PDF format.    The proposal must be addressed to: 
 

New Jersey Utility Authorities Joint Insurance Fund 
9 Campus Drive, Suite 216 

Parsippany, NJ  07981 
 

The proposal must be received by 10:00 am on May 21, 2019.    
 

Faxed or E-Mailed proposals will NOT be accepted. 
 
 
Any inquiry concerning this RFP should be directed in writing to: 
 
Cathleen Kiernan 
Assistant Secretary 
New Jersey Utility Authorities Joint Insurance Fund Joint Insurance Fund 
9 Campus Drive, Suite 216 
Parsippany, NJ  07981 
Questions may be emailed to Cate Kiernan, catek@permainc.com 

 
 

Responses must be received by 10:00 am on May 21, 2019.   All questions regarding this RFP shall 
be in email form, shall be directed to the above, and must be received no later than May 14, 2019 at 
2:00 pm.    Responses shall be emailed back and shall be distributed along with questions to all 
firms which have been invited to bid.     
 
 
All documents and information submitted in response to this solicitation shall be available to the 
general public as required by the New Jersey Open Public Records Act N.J.S.A. 47:1A-1 et seq.  
The New Jersey Utility Authorities Joint Insurance Fund will not be responsible for any costs 
associated with the oral or written and/or presentation of the proposals.  The New Jersey Utility 
Authorities Joint Insurance Fund reserves the right to reject any and all proposals in whole or 
in part and waive such informalities as may be permitted by law.  The New Jersey Utility 
Authorities Joint Insurance Fund further reserves the right to make such investigations as it 
deems necessary as to the qualifications of any and all VENDORs submitting proposals. The 



New Jersey Utility Authorities Joint Insurance Fund reserves the right to negotiate contracts 
for such services and seek amendments to any proposal. 
 
 
 
II. GENERAL INFORMATION ON THE FUNCTIONS OF THE FUND  
 
The New Jersey Utility Authorities Joint Insurance Fund  (NJUA JIF) is organized pursuant 
to NJSA 40A: 10-36 to provide property/casualty, workers’ compensation, public 
officials/employment practices and cyber insurance to its member local units.  The New Jersey 
Utility Authorities Joint Insurance Fund  also provide its’ members with comprehensive risk 
control and claims management.  The NJUA JIF is controlled by an Executive Committee 
elected by the Fund Commissioners representing each member authority.  The NJUA JIF is 
regulated by the Department of Banking and Insurance and the Department of Community 
affairs.   
 
The New Jersey Utility Authorities Joint Insurance Fund has 70 member utility authorities.  
Exhibit A provides a listing of members and identifies the county each member is located within.   
   
Additional information on the New Jersey Utility Authority Joint Insurance Fund can be 
secured by visiting the Fund’s website, www.njuajif.org 
 

http://www.njuajif.org/


III.  MINIMUM QUALIFICATIONS  
1. The proposer shall have experience and the capacity to deliver the services requested 

under this Competitive Contract RFP 

2. The responder shall demonstrate a consistent pattern of providing Information 
Technology services to public entities, joint insurance funds, healthcare, education or 
corporate clients. 

3. The responder must either be a Certified Information Systems Security Professional 
CISSP or Certified Government Chief Information Officer CGCIO.   

4. Proposers agree that they will only provide such services they are qualified to perform 
and when that work requires a separate state license, that the proposer or subcontractor 
will possess the necessary license. 

 
IV. MANDATORY CONTENTS OF PROPOSAL 
 
In its proposal, the responder must include the following: 
 
1) Contact Information:  Provide the name and address of the firm, the name, telephone number, 
fax number, and e-mail address of the individual responsible for the preparation of the proposal. 
 
2) A fee proposal to audit member authority compliance with the Cyber Risk Management 
Program as promulgated by the Municipal Excess Liability Joint Insurance Fund (MEL JIF).    
The New Jersey Utility Authorities Joint Insurance Fund is comprised of 70 member authorities.  
List of members and county locations are included in Exhibit A 
 
 The New Jersey Utility Authorities Joint Insurance Fund may elect to enter into a contract or act 
as a “lead agency” allowing individual members to decide whether or not to participate.   
Proposer should submit proposals offering three types of pricing:  1) based on complete member 
participation; and 2) cost for individual members to elect to participate and 3) cost to assist 
members, if necessary in becoming compliant.   
 
3)  A statement detailing how the responder meets minimum qualifications.  List the first item in 
the exhibit followed with the specific response, followed with the next item and the response, 
and so on.  Also include a staffing plan listing those persons who will be assigned to the 
engagement if selected, including the designation of the person who would be the responder’s 
officer responsible for all services required under the engagement.  This portion of the proposal 
should include the relevant resume information for the individuals who will be assigned.  This 
information shall further include, at a minimum, a description of the person’s relevant 
professional experience, years and type of experience, and number of years with the responder.  
The responder shall also include in an addendum a copy of the data forms required by the 
Department of Banking and Insurance pursuant to NJAC 11:15 – 2.6 (c) 8 and the Non-Collusion 
Certificate and a Disclosure of Investment Activities in Iran attached as Exhibits D, E and F. 
 
4) A description of the responder’s experience in performing services of the type described in 
this RFP.  Specifically identify client size and specific examples of similarities with the scope of 
services required under this RFP.  The successful bidder shall have extensive experience in 
providing cybersecurity and networking solutions to government, academia as well as 
commercial customers. The training experience shall include, but not be limited to: network 
security, cloud security, email security, and endpoint security methodologies to mitigate network 
vulnerabilities.  



 
5) A description concerning specific and quantifiable cost savings the responder can demonstrate 
from similar engagements and the rational why the Fund should consider this experience when 
evaluating the responder’s cost proposal.   
 
6) A description of resources of the responder (i.e., background, location, experience, staff 
resources, financial resources, other resources, etc.). 
 
7) The location of the office or offices at which the responder proposes to perform services 
required under this RFP.  Specifically, the responder must state in its proposal whether or not the 
responder is registered as a small business enterprise (“SBE”) with the New Jersey Commerce 
and Economic Growth Commission New Jersey’s Set-Aside Program. 
 
8) At least five references including the contact names, titles and phone numbers. 
 
9) Any existing or potential conflicts of interest.  Disclose any representation of parties or other 
relationships that might be considered a conflict of interest with regard to this engagement, or the 
Fund. 
 
10) Contract will be in accordance with NJAC 17:44-2.2 - which requires all vendors to maintain 
all documentation related to the services provided for a period of five years from the date of final 
payment. Records to be made available to the state office of comptroller upon request.   
 
VI.  SCOPE OF SERVICES 
 

• Audit member compliance with the MEL Cyber Risk Management Program (EXHIBIT 
G), including detailed review of the following: 

o Back-up records report, including spot-check report 
o Record (screenshots) of security patches 
o Records (screenshots) of defensive software installed and active on all endpoints 

(unless an unused port, which is required to be closed) 
o Proof of Microsoft Office opening in “Protected Mode” 
o Cyber Hygiene training certificates 
o Review of Incident Response Plan and Technology Practices Policy 
o Review of physical server protection 
o Technology support team chart (if a third party vendor, review contract and a list 

of its assigned staff) 
o Review of password protection or encryption of confidential files (PII and PHI) 
o Review of password strength and change policy 

• Assist members in achieving compliance 
• Assist members in providing the necessary documentation to qualify for the MEL Cyber 

Deductible Reimbursement 
• Provide the members with the MEL Cyber Vendor Guide on Cyber Hygiene Vendors, 

and assist them in choosing a vendor appropriate for their operations 
• Optional Once member is in compliance, perform a table-top exercise 
• Optional Conduct a security review of third party vendors 
• Optional Help member inventory all network-connected devices 
• Optional Help member inventory software, and whitelist approved software 

 
 
 



 
VIII. EVALUATION COMMITTEE 
 
The Finance Committee shall serve as the “Evaluation Committee” for this RFP.   
 
IX. INTERVIEW & CLARIFICATION 
 
The Fund reserves the right but has no obligation to interview any or all of the responders and 
the right to request clarifying information subsequent to submission of the proposal. 
 
X. SELECTION PROCESS AND CRITERIA 
  
All proposals will be reviewed to determine responsiveness.  Non-responsive proposals will be 
rejected without evaluation.  For responders that satisfy the minimum requirements, the 
Evaluation Committee will consider the management and experience of the engagement, 
technical criteria and cost.  See Exhibit B for the specific evaluation criteria.   
 
XI. CONTRACT 
 
The New Jersey Utility Authorities Joint Insurance Fund may elect to enter into a contract or act 
as a “lead agency” allowing individual members to decide whether or not to participate.  The 
contract between the Fund and the selected vendor(s) shall be comprised of the contract attached 
as Exhibit C, this RFP, any clarifications or addenda thereto, the selected vendor’s proposal, and 
any changes negotiated by the parties. 
 
Successful Proposer will be asked to provide, at its own cost and expense, proof of the following 
minimum insurance to the FUND: 

 
Workers' Compensation: Statutory plus  $100,000/$500,000/$100,000 for employers' liability:  

 
General Liability:  $1,000,000/$2,000,000 CSL for bodily injury, property damage, and personal 
injury:   
 
Cyber Liability:  $1,000,000/$2,000,000 CSL 

 
Automobile Liability:  $1,000,000 CSL covering all owned/non-owned, and hired automobiles:   

 
Professional Liability Insurance: $1,000,000/ $1,000,000 aggregate:   

 



 



 



Exhibit B 

 



Exhibit C – Contract 
 

STANDARD PROVISIONS 
Adopted by the FUND on January 17, 2006 

Revised July 21, 2015 
Unless otherwise provided, the following provisions shall apply to the SERVICE AGREEMENT 
between the SERVICE PROVIDER and the FUND 
 

INDEMNIFICATION AND HOLD HARMLESS: 
SERVICE PROVIDER shall indemnify, defend and 
hold the FUND, its Commissioners, appointed officials 
and member municipalities harmless from any and all 
claims or liabilities arising out of the activities of the 
SERVICE PROVIDER, its employees and agents in 
connection with all activities undertaken by the 
SERVICE PROVIDER, pursuant to this Agreement.  It 
is the intention of the parties that any claim for relief of 
any type being asserted against the FUND, its 
Commissioners, appointed officials and member 
municipalities, based upon any act or omission of the 
SERVICE PROVIDER, its affiliates and successors, 
shall be the responsibility of the SERVICE PROVIDER, 
and the SERVICE PROVIDER shall hold the FUND 
harmless from same. 
 
INSURANCE: SERVICE PROVIDER shall provide, 
at its own cost and expense, proof of the following 
minimum insurance to the FUND: 

 
Workers' Compensation: Statutory plus  
$100,000/$500,000/$100,000 for employers' 
liability:  

 
General Liability:  $1,000,000/$2,000,000 
CSL for bodily injury, property damage, and 
personal injury:   

 
Automobile Liability:  $1,000,000 CSL 
covering all owned/non-owned, and hired 
automobiles:   

 
Professional Liability Insurance: 
$1,000,000/ $1,000,000 aggregate:   

 
Bond: If required by the by-laws or pursuant 
to NJAC 11:15-2 et seq., The SERVICE 
PROVIDER shall be bonded in a form and 
amount acceptable to the FUND’s governing 
body      

 
Failure by the SERVICE PROVIDER to supply 
written evidence of these coverages shall result in 
default.  It is required that, wherever possible, the 
FUND be named as an "additional named insured" on 
any certificate of insurance The insurance companies 
for the above coverages must be licensed, solvent and 
acceptable to the FUND.  SERVICE PROVIDER shall 
not take any action to cancel or materially change any 
of the above insurance required under this Agreement 
without FUND approval.  Maintenance of insurance 
under this section shall not relieve SERVICE 
PROVIDER of any liability greater than the insurance 
coverage. 
POLITICAL CONTRIBUTIONS:  Compliance 
with the New Jersey Campaign Contributions and 
Expenditures Reporting Act. N.J.S.A. 19:44A-1 et seq. 

shall be a material term and condition of this contract 
and shall be binding upon the parties hereto upon 
execution of this Contract. The following provision 
only applies to the SERVICE PROVIDER if the 
appointment was not made pursuant to a fair and open 
process in accordance with N.J.S.A. 19:44A-20.4 et 
seq. By acceptance of this Agreement, the SERVICE 
PROVIDER certifies that in the one year period 
preceding the date that this contract is legally 
authorized that neither the SERVICE PROVIDER 
business entity nor any persons holding 10% or more 
of the issued and outstanding stock of the SERVICE 
PROVIDER business entity or entitled to receive the 
benefit of 10% or more of the revenues and/or profits 
of the SERICE PROVIDER business entity have made 
any reportable contributions pursuant to N.J.S.A. 
19:44A-1 et seq. that, pursuant to P.L. 2004, c.19 
would bar the award of this contract.  This includes 
any reportable contribution to any official, candidate, 
joint candidates committee or political party 
representing elected officials or candidates as defined 
pursuant to N.J.S.A. 19:44A-3(p), (q) and (r) of any 
member local unit insured by the FUND.  Further, the 
SERVICE PROVIDER and all persons holding 10% 
or more of the issued and outstanding stock of the 
SERVICE PROVIDER business entity or entitled to 
receive the benefit of 10% or more of the revenues 
and/or profits of the SERVICE PROVIDER business 
entity shall not make such contributions during the 
period of this contract.   

TERMINATION:  The FUND may terminate this 
Agreement, at any time during the term thereof by the 
giving of ninety (90) days written notice, setting forth the 
cause or causes for termination to the SERVICE 
PROVIDER.  The SERVICE PROVIDER shall have the 
opportunity for a hearing before the FUND's Executive 
Committee.  The FUND's Executive Committee shall 
determine whether the reasons for the termination can be 
amicably and reasonably resolved or whether, in its sole 
determination, the Agreement shall be terminated.  The 
SERVICE PROVIDER may terminate this Agreement, 
at any time during the term thereof, by the giving of 
ninety (90) days written notice. 
 
OWNERSHIP OF RECORDS: All records and data 
of any kind relating to the FUND shall belong to the 
FUND, and shall be surrendered to the FUND upon 
expiration or termination of this Agreement.  At all 
times during the term of this Agreement and for a 
period of  five (5)  years, from the date of final 
payment, the FUND, its appointed officials and other 
designated representatives, as authorized by the 
FUND, shall have access to records and files 
maintained by the SERVICE PROVIDER for the 
FUND during normal business hours.  Furthermore, 
such records, books, and files relating to the operation 
and business of the FUND are the property of the 



FUND, regardless of site stored.  Information released 
to the SERVICE PROVIDER by the FUND for the 
purpose of performing the services as outlined herein 
shall be used only in connection with the performance 
of said duties. In addition, Records must be made 
available to the state office of comptroller upon 
request. 
PAYMENT: Payment shall be made in monthly 
installments (unless otherwise specified), provided the 
SERVICE PROVIDER submits a duly authorized 
voucher at least 10 days prior to the next regularly 
scheduled meeting of the FUND's governing body.    
Final Payment will be withheld until the vendor’s 
continued service is determined.  If the vendor’s 
contract will not be renewed or is terminated – final 
payment will not be made until all provisions of the 
contract have been satisfied.   
 
This payment schedule is subject to any rules and 
regulations promulgated by the Department of 
Banking & Insurance and the Department of 
Community Affairs. 
 
SPECIAL PROVISIONS RELATING TO 
COMPENSATION.  The compensation or service fee 
set forth in this Agreement includes: 
 
All administrative staff, including support staff, 
necessary to perform the work required of the SERVICE 
PROVIDER. 
 
Use of all physical equipment, and there shall be no 
further charges for rent, light, heat, office equipment or 
similar items. 
 
In-house computer services including all software and 
hardware provided by the SERVICE PROVIDER for the 
FUND's use, it being understood that the software and 
hardware is and shall remain the property of the 
SERVICE PROVIDER.  All data and records which 
pertain to the business and activities of the FUND shall 
be the property of the FUND and upon the request of the 
FUND's Executive Committee or Executive 
Director/Administrator the SERVICE PROVIDER shall 
provide a complete and current copy of all such data and 
records to the FUND's Executive Committee or 
Executive Director/Administrator in either hard copy or 
on computer tape or disk or both as the FUND's 
Executive Committee or Executive 
Director/Administrator may specify providing the 
SERVICE PROVIDER is able to comply with the type 
of copy request. 
 
Furthermore, the SERVICE PROVIDER shall take all 
reasonable steps necessary to safeguard data files, 
reports or other information from loss, destruction or 
erasure.  Liability for cost or expense of replacing for 
damages resulting from the loss of such data shall be 
borne by the SERVICE PROVIDER unless at the time 
of loss, said data was in the exclusive custody of the 
FUND. 
 
INDEPENDENT CONTRACTOR STATUS: The 
SERVICE PROVIDER at all times shall be an 
independent contractor, and employees of SERVICE 
PROVIDER shall in no event be considered 
employees of the FUND.  No agency relationship 
between the parties, except as expressly provided for 

herein, shall exist either as a result of the execution of 
this Agreement or performance there under. 
 
ENTIRE AGREEMENT: This instrument contains 
the entire Agreement of the parties hereto and may not 
be amended, modified, released or discharged, in 
whole or in part, except by an instrument in writing 
signed by the parties hereto. 
 
NEW JERSEY LAW:  This Agreement shall be 
governed by, and construed in accordance with, the 
laws of the State of New Jersey.  
 
BINDING ON SUCCESSORS AND ASSIGNS: 
Except as otherwise provided herein, all terms, 
provisions and conditions of this Agreement shall be 
binding on and inure to the benefit of the parties 
hereto, their respective personal representatives, 
successors and assigns. 
 
NO ASSIGNMENT: the SERVICE PROVIDER 
shall not assign This Agreement without the specific 
written consent of the FUND. 
 
MODIFICATION: No modification of this 
Agreement shall be valid or binding unless the 
modification shall be in writing and executed by the 
FUND and the SERVICE PROVIDER. 
 
NO WAIVER: No waiver of any term, provision or 
condition contained in this Agreement, nor any breach 
of any such term, provision or condition shall 
constitute a waiver of any subsequent breach of any 
such term, provision or condition by either party, or 
justify or authorize the non-observance on any other 
occasion of the same or any other term, provision or 
condition of this Agreement by either party. 
 
PARTIAL INVALIDITY: If any term, provision or 
condition contained in this Agreement, or the 
application thereof to any person or circumstances 
shall, at any time, or to any extent, be invalid or 
unenforceable, the remainder of this Agreement, or the 
application of such term or provision to persons or 
circumstances other than those as to which this 
Agreement is invalid or unenforceable, shall not be 
affected thereby, and each term, provision or condition 
contained in this Agreement shall be valid and 
enforced to the fullest extent permitted by the law 
provided, however, that no such invalidity shall in any 
way reduce services to be performed by the SERVICE 
PROVIDER to the FUND. 
 
CAPTIONS: The captions or paragraph headings 
contained in this Agreement are solely for purpose of 
convenience and shall not be deemed part of this 
Agreement for the purpose of construing the meaning 
thereof or for any other purpose. 
 
CONFLICT of INTEREST: This contract may be 
voided by the Fund Commissioners if the SERVICE 
PROVIDER fails to disclose an actual or potential 
conflict of interest as defined in the FUND's Bylaws, 
or in N.J.S.A. 40A:9-22.1 et. Seq. (the "Local 
Government Ethics Laws").  
 
PROPRIETARY INFORMATION:  The SERVICE 
PROVIDER shall not reveal to any third party any 
information that the FUND has defined as proprietary 



without the express written consent of the FUND.  In 
addition, the SERVICE PROVIDER shall promptly 
advise the FUND upon being interviewed or retained 
by a prospective new client operating in the field of 
casualty insurance involving public entities or public 
agencies in the State of New Jersey.  Failure to 
comply with these requirements shall represent cause 
for termination of this agreement, in accordance with 
THE TERMINATION CLAUSE  of this agreement.   
 
ELECTRONIC MAIL: The SERVICE PROVIDER 
agrees that it shall maintain and utilize the electronic 
mail systems in order to communicate with other 
service providers of the FUND and to meet reporting 
requirements of the Executive 
Director/Administrator's office.  The SERVICE 
PROVIDER agrees that all financial and agenda 
reports shall be submitted in electronic formats 
established by the Fund Commissioners via electronic 
mail.  The SERVICE PROVIDER further agrees that 
all personnel working under this contract shall direct 
access to the SERVICE PROVIDER's electronic mail 
system and shall have individual electronic mail 
addresses. 
 
AFFIRMATIVE ACTION:   
During the performance of this contract, the SERVICE 
PROVIDER agrees as follows:  
 
The SERVICE PROVIDER, where applicable, will 
not discriminate against any employee or applicant for 
employment because of age, race, creed, color, 
national origin, ancestry, marital status, affectional or 
sexual orientation, gender identity or expression, 
disability, nationality or sex. Except with respect to 
affectional or sexual orientation and gender identity or 
expression, the contractor  will take affirmative action 
to ensure that such applicants are recruited and 
employed, and that employees are treated during 
employment, without regard to their age, race, creed, 
color, national origin, ancestry, marital status, 
affectional or sexual orientation, gender identity or 
expression, disability, nationality or sex. Such action 
shall include, but not limited to the following: 
employment, upgrading, demotion, or transfer; 
recruitment or recruitment advertising; layoff or 
termination; rates of pay or other forms of 
compensation; and selection for training, including 
apprenticeship.  The  SERVICE PROVIDER agrees to 
post in conspicuous places, available to employees and 
applicants for employment, notices to be provided by 
the Public Agency Compliance Officer setting forth 
provisions of this nondiscrimination clause. 
 
The SERVICE PROVIDER, where applicable will, in 
all solicitations or advertisements for employees 
placed by or on behalf of the  SERVICE PROVIDER, 
state that all qualified applicants will receive 
consideration for employment without regard to age, 
race, creed, color, national origin, ancestry, marital 
status, affectional or sexual orientation, gender 
identity or expression, disability, nationality or sex. 
 
The SERVICE PROVIDER, where applicable, will 
send to each labor union or representative or workers 
with which it has a collective bargaining agreement or 
other contract or understanding, a notice, to be 
provided by the agency contracting officer advising 
the labor union or workers’ representative of the 

SERVICE PROVIDER’S commitments under this act 
and shall post copies of the notice in conspicuous 
places available to employees and applicants for 
employment. 
 
The SERVICE PROVIDER where applicable, agrees 
to comply with any regulations promulgated by the 
Treasurer pursuant to N.J.S.A. 10:5-31 et seq. as 
amended and supplemented from time to time and the 
Americans with Disabilities Act. 
 
The SERVICE PROVIDER agrees to make good faith 
efforts to employ minority and women workers 
consistent with the applicable county employment 
goals established in accordance with N.J.A.C. 17:27-
5.2, or a binding determination of the applicable 
county employment goals determined by the Division,  
pursuant to N.J.A.C. 17:27-5.2. 
 
The SERVICE PROVIDER agrees to inform in 
writing its appropriate recruitment agencies including, 
but not limited to, employment agencies, placement 
bureaus, colleges, universities, labor unions, that it 
does not discriminate on the basis of age, creed, color, 
national origin, ancestry, marital status, affectional or 
sexual orientation, gender identity or expression, 
disability, nationality or sex, and that it will 
discontinue the use of any recruitment agency which 
engages in direct or indirect discriminatory practices. 
 
The SERVICE PROVIDER agrees to revise any of its 
testing procedures, if necessary, to assure that all 
personal testing conforms with the principles of job-
related testing, as established by the statutes and court 
decisions of the State of New Jersey and as established 
by applicable Federal law and applicable Federal court 
decisions. 
 
In conforming with the applicable employment goals, 
the SERVICE PROVIDER agrees to review all 
procedures relating to transfer, upgrading, 
downgrading and layoff to 
ensure that all such actions are taken without regard to 
age, creed, color, national origin, ancestry, marital 
status, affectional or sexual orientation, gender 
identity or expression, disability, nationality or sex, 
consistent with the statutes and court decisions of the 
State of New Jersey, and applicable Federal law and 
applicable Federal court decisions. 
 
The SERVICE PROVIDER shall submit to the public 
agency, after notification of award but prior to 
execution of a goods and services contract, one of the 
following three documents: 
 
Letter of Federal Affirmative Action Plan Approval 
Certificate of Employee Information Report 
Employee Information Report Form AA302 
 
The SERVICE PROVIDER shall furnish such reports 
or other documents to the Division of Contract 
Compliance & EEO as may be requested by the 
Division from time to time in order to carry out the 
purposes of these regulations, and public agencies 
shall furnish such information as may be requested by 
the Division of Contract Compliance & EEO for 
conducting a compliance investigation pursuant to 
Subchapter 10 of the Administrative Code at 
N.J.A.C.17:27. 



EXHIBIT D 
DATA FORM 

 
 

(Print or Type) 
Name and Address of Administrator or Servicing Organization 
 
 
 
In connection with the above-named company, I herewith make representations and 
supply information about myself as hereinafter set forth. (Attach addendum or separate 
sheet if space hereon is insufficient to answer any question fully.) IF ANSWER IS 
“NONE” or “NO EXCEPTION”, SO STATE. 
 
1. Affiant’s Full Name: _____________________________________________________  
 
2. Other Names Used at any Time: ____________________________________________  
 
3. Date of Birth: ______________________ Place of Birth: _______________________  
 
4. Social Security Number: __________________________________________________  
 
5. For the last 10 years, I have lived at the following address or addresses: 
 
ADDRESS CITY
 DATES 
____________________________________________________________________________  
____________________________________________________________________________  
____________________________________________________________________________  
____________________________________________________________________________  
____________________________________________________________________________  
 
6. Schooling: 
  College: ___________________________________________________  
  Graduate: __________________________________________________  
  or  Professional: ____________________________________________  
 Degree (List):  ______________________________________________  
 
ATTACH LIST OF ALL EDUCATIONAL INSTITUTIONS AND LOCATION-CITY AND 
STATE) 
 
7. Member Of Professional Societies Or Associations (List): 
 ______________________________________________________________________  

 
 ____________________________________________________________________________  

 
8.  I presently hold or have held, in the past, the following professional, occupational, 

and vocational licenses issued by public or governmental licensing agencies or 
authorities (state date license issued, issuer of license, date terminated, reason for 
termination): 
______________________________________________________________________  
 



______________________________________________________________________  
 
9. Present Chief Occupation:  
 
 Position or Title:  _______________________________________________________  
 
 Employer’s Name:  ______________________________________________________  
 
 Address:  ______________________________________________________________  
 
 ______________________________________________________________________  
 
 How long in this position? ________________________________________________  
 
 How long with this employer? _________________  Where?  ____________________  
 
10. Other jobs, positions, directorates or officerships concurrently held at present. 

______________________________________________________________________  
 

______________________________________________________________________  
 

11. Complete Employment Record for Past 20 Years: 
 
 DATES EMPLOYER AND ADDRESS  TITLE 
 ______________________________________________________________________  
 ______________________________________________________________________  
 ______________________________________________________________________  
 ______________________________________________________________________  
 ______________________________________________________________________  
 
12. I control directly or indirectly or own legally or beneficially 10% or more of the 
 outstanding capital stock (in voting power) of the following companies: 
 
 ______________________________________________________________________  
 
 ______________________________________________________________________  
 
12a.    If any of the above stock is pledged or hypothecated in any way, please detail 

fully: 
 ______________________________________________________________________  
 ______________________________________________________________________  
 ______________________________________________________________________  
13. I have never been adjudicated as bankrupt, except as follows: 
 
 ______________________________________________________________________  
 
14. I have never been convicted or had a sentence imposed or suspended, or had 

pronouncement of a sentence suspended, or been pardoned for conviction of, or 
pleaded guilty of an nolo contendere to an information an indictment charging a 
felony for embezzlement, theft or larceny, mail fraud, or violating any corporate 
securities statute or any insurance law, nor have I been the subject of a cease and 



desist order or consent order  of any federal or state regulatory agency, except as 
follows:   

 
 ______________________________________________________________________  
 
15 During the last 10 years, I have neither been refused a professional, occupational 

vocational license by any public or governmental licensing agency or regulatory 
authority, nor has such a license held by me ever been suspended or revoked, 
except as follows:    

 
 ______________________________________________________________________  
 
16. I have never been an officer, director, key employee or controlling stockholder of 

a company which, while I occupied any such position or capacity with respect to 
it, became insolvent or was enjoined from or ordered to cease and desist from 
violating any law,  except as follows:  

 
 ______________________________________________________________________  
 
17. Neither I nor any company of which I was an officer, director or key management 

person  at the time has ever been subject to any civil action alleging fraud, 
negligence or violation  of any applicable racketeering statutes (state or 
federal), except as follows: 

 ______________________________________________________________________  
 ______________________________________________________________________  
 ______________________________________________________________________  
 
18.  I am not and none of the employees, officers or directors of:             (name of company)                   
 is an employee, officer or director of any other administrator, program manager, 

servicing organization or insurance producer of the Fund, nor do I or any of the 
employees, officers or directors of            (name of company)                  have a direct or 
indirect financial interest in any other administrator, program manager, servicing 
organization or insurance producer of the Fund, except as follows: 

 ______________________________________________________________________  
 ______________________________________________________________________  



18a. Any direct or indirect financial interest or any position held as employee, officer 
or director in any other administrator, program manager, servicing organization, 
or insurance producer of the Fund, as described above, has been disclosed to the 
Fund commissioners or executive committee, as applicable.  (Yes/No) 

 
 ______________________________________________________________________  
 
 
Dated and signed this ____ day of _______________ at 
________________________________. 
I hereby certify under penalty of perjury that the foregoing statements are true and correct 
to the best of my knowledge and belief and further, by the affixation of my signature 
hereon, I hereby give my certified consent to the New Jersey Department of Insurance to 
verify the representations and information supplied in response to all questions on the 
biographical data form, with any Federal, State, municipal or other agency which may 
have knowledge and/or information thereon. 
 
 
  _________________________ 

 (Signature of Affiant) 
 

 
 
State of ________________________________ 
 
County of ______________________________ 
 
Personally appeared before me the above named ___________________________ 
personally known to me, who, being duly sworn, deposes and says that affiant executed 
the above instru-ment and that the statements and answers contained therein are true and 
correct to the best of affiant’s knowledge and belief. 
 
Subscribed and sworn to before me this _____ day of ____________________ . 
 
 

_____________________________________ 
       Notary Public 

 
My Commission Expires_________________ 

 
 (SEAL) 
 
 
 



 
DATA FORM SUMMARY 

 
YEAR _____ 

 
 
 
Firm Name:  _________________________________________________________________  
Address:  ____________________________________________________________________  
____________________________________________________________________________  
Phone No.  ___________________________Fax. No.  ________________________________  
 
 
1.) List all parties having or deriving any interest, right or benefit in the firm. 
 

Name Address Interest 
   
   
   
   
   
   
   
   
   

2.) List all senior officers and directors who will be servicing the Fund, along with a 
 description of professional qualifications. 

 

Name  Title  Qualifications 

     
     
     

I hereby certify that the information on this disclosure  
is accurate and complete, and that I am an officer of the firm and am 
duly authorized to supply this information on behalf of the firm. 

Signature:  _________________________________Print:  _____________________________  

Title:  _____________________________________Date:  _____________________________  
 



Exhibit E 
 

NON-COLLUSION AFFIDAVIT 
 
STATE OF NEW JERSEY 

ss: 
 
 
COUNTY OF 
I______________________________of the City of___________________________________ 
 
in the County of _________________and the State of_________________________________ 
 
of full age, being duly sworn according to law on my oath depose and say that: 
 
I am_____________________________________________________________________ 
 
Of the firm of______________________________________________________________ 
 
the bidder making the Proposal for the above named project, and that I executed the said Proposal 
with full authority so to do; that said bidder has not, directly or indirectly, entered into any 
agreement, participated in any collusion, or otherwise taken any action in restraint of free, 
competitive bidding in connection with the above named project; and that all statements 
contained in said Proposal and in this affidavit are true and correct, and made with full knowledge 
that the New Jersey Utility Authorities Joint Insurance Fund relies upon the truth of the 
statements contained in said Proposal and in the statements contained in this affidavit in awarding 
the contract for the said project. 
 
I further warrant that no person or selling agency has been employed or retained to solicit or 
secure such contract upon an agreement or understanding for a commission, percentage, 
brokerage or contingent fee, except bona fide employees or bona fide established commercial or 
selling agencies maintained by 
 
 
____________________________________________________(N.J.S.A. 52:34-15) 
(Name of Contractor) 
 
___________________________________________________ 
(Also type or print name of affiant under signature) 
 
Subscribed and sworn to before me this 
 
 
Day of                                  20_______. 
 
_____________________________________ 
Notary Public of 
 
My commission expires: 



Exhibit F 
 

DISCLOSURE OF INVESTMENT ACTIVITIES IN IRAN 
Page 1 of 2 

Bid ame:______________________________________________________________ 

Bid Due Date:__________________________________________________________ 

Bidder:________________________________________________________________ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DISCLOSURE OF INVESTMENT ACTIVITIES IN IRAN 
Page 2 of 2 

 

PART 1: 
 
Pursuant to Public Law 2012, c. 25, any person or entity that submits a bid or proposal or 
otherwise proposes to enter into or renew a contract must complete the certification below to 
attest, under penalty of perjury, that the person or entity, or one of the person or entity’s 
parents, subsidiaries, or affiliates, is not identified on a list created and maintained by the NJ 
Department of the Treasury as a person or entity engaging in investment activities in Iran.  If 
the Director of the NJ Department of Treasury finds a person or entity to be in violation of 
the principles which are the subject of this law, he/she shall take action as may be 
appropriate and provided by law, rule or contract, including but not limited to, imposing 
sanctions, seeking compliance, recovering damages, declaring the party in default and 
seeking debarment or suspension of the person or entity. 
 
I certify, pursuant to Public Law 2012, c. 25, that the person or entity listed above for which 
I am authorized to bid/renew:  
 

□ is not providing goods or services of $20,000,000 or more in the energy sector of Iran, 
including a person or entity that provides oil or liquefied natural gas tankers, or products 
used to construct or maintain pipelines used to transport oil or liquefied natural gas, for the 
energy sector of Iran, AND 
 

□ is not a financial institution that extends $20,000,000 or more in credit to another person 
or entity, for 45 days or more, if that person or entity will use the credit to provide goods or 
services in the energy sector in Iran. 
 
 
In the event that a person or entity is unable to make the above certification because it 
or one of its parents, subsidiaries, or affiliates has engaged in the above-referenced 
activities, a detailed, accurate and precise description of the activities must be provided 
in part 2 below to the New Jersey Utility Authorities Joint Insurance Fund under 
penalty of perjury.  Failure to provide such will result in the proposal being rendered 
as non-responsive and appropriate penalties, fines and/or sanctions will be assessed as 
provided by law. 
 



PART 2 is required to be completed if both certification boxes in PART 1 
were not certified. 
 

 

 

 

 
 

 
 

 

PART 2: PLEASE PROVIDE FURTHER INFORMATION RELATED TO 
INVESTMENT ACTIVITIES IN IRAN 
 
You must provide a detailed, accurate and precise description of the activities of the 
bidding person/entity, or one of its parents, subsidiaries or affiliates, engaged in the 
investment activities in Iran outlined above be completing the section below. 
 
PLEASE PROVIDE THOROUGH ANSWERS TO EACH QUESTION.  IF YOU 
NEED ADDITIONAL ROOM, ADD ADDITIONAL PAGES. 
 
Name________________________Relationship to Bidder/Offerer________________ 
 
Description of Activities___________________________________________________ 
 
________________________________________________________________________ 
 
Duration of Engagement________________Anticipated Cessation Date___________ 
 

   
 

   
PART 3: CERTIFICATION SIGNATURE: 
 
Certification: I, being duly sworn upon my oath, hereby represent and state that the 
foregoing information and any attachments thereto to the best of my knowledge are true 
and complete.  I attest that I am authorized to execute this certification on behalf of the 
above-referenced person or entity.  I acknowledge that the New Jersey Utility Authorities 
Joint Insurance Fund is relying on the information contained herein and thereby 
acknowledge that I am under a continuing obligation from the date of this certification 
through the completion of any contracts with the New Jersey Utility Authorities Joint 
Insurance Fund to notify the New Jersey Utility Authorities Joint Insurance Fund in 
writing of any changes to the answers of information contained herein.  I acknowledge that 
I am aware that it is a criminal offense to make a false statement or misrepresentation in 
this certification, and if I do so, I recognize that I am subject to criminal prosecution under 
the law and that it will also constitute a material breach of my agreement(s) with the New 
Jersey Utility Authorities Joint Insurance Fund and that the New Jersey Utility 
Authorities Joint Insurance Fund at its option may declare any contract(s) resulting from 
this certification void and unenforceable.  Parts 1 and 3 or Parts 2 and 3 must be completed 
and signed to be responsive to the specifications.  Failure to complete Parts 1 and 3 or Parts 
2 and 3 will render the bid non-responsive and the bid shall not be considered for an award. 
 
___________________________________ ____________________________________ 
 Signature  Print Name 
 
___________________________________ ____________________________________ 
 Title  Date 



             

NJ MEL Cyber Risk
Management

Program
Minimum Technology Proficiency Standards

Introducing the NJ Municipal Excess Liability Joint Insurance Fund Cyber Risk Management
Program. The program establishes a minimum set of technology proficiency standards and

provides reimbursement of up to $7,500 of a member’s deductible if they were in compliance with
the minimum standards at the time of the claim.

        



Page 2

Since 2013, the N.J. Municipal Excess Liability Joint Insurance Fund (MEL) has provided its members with cyber
insurance coverage. As the risks associated with the use of technology by municipalities and affiliated entities
has evolved over time, the MEL has embarked on a process to assist members in managing this evolving risk
through the development of a set of minimum technology proficiency standards. To assist in this process,
the MEL partnered with the Bloustein Local Government Research Center at Rutgers University.

The Program goals fall into three categories: 1) achieve a minimum level of technical and cyber security
competency with computers and networks; 2) ensure that employees practice sound cyber hygiene; and 3)
ensure that members have basic technology management support, including the adoption of a basic plan to
respond to a cybersecurity incident.

In developing this Program, the MEL recognized that much of the terminology and technical aspects of the
minimum standards might not make sense to you; therefore, it is critical you share this Program with your
technology expert. Your technology expert will be able to determine whether your municipality is already in
compliancewith all or some of the Program standards and/or what needs to be done to come into compliance.
In addition, your technology expert will be asked to help certify your municipality is in compliance with the
minimum standards. In the event your organization does not have a technology expert to advise it, you need
to get that support. This is discussed in the next session.

While all members are covered by cyber insurance, the per claim deductible is $10,000. By coming into
compliance with the standards, members become eligible for reimbursement of a portion of their deductible.
Meeting the Tier 1 requirements will result in a deductible reimbursement of $5,000; meeting Tier 2
requirements will gain the member an additional $2,500 ($7,500 total) reimbursement. To initially apply for
either deductible reimbursement, submit the Initial Technological Minimum Standards Certification form in
Appendix 3. At the time of the claim, you will be required to complete the Deductible Reimbursement
Application in Appendix 4 and provide the supporting documentation.

Some of these minimum standards involve little or no cost (i.e., activating Microsoft Defender software on
Windows 8 and 10 machines meets the anti virus requirements). Cloud based services can also support data
backup requirements (e.g., Microsoft Office 365, Google Office, subscription based cloud backup). One of the
Tier 1 items involves adopting an incident response plan. This is a no cost item, as the MEL has developed a
plan consistent with the cyber insurance policy.

In meeting these goals, some members may incur one time and ongoing expenses. This is a trade off for
achieving the maximum deductible reimbursement and reducing your security risk profile. In some cases,
added one timeor annual costsmay exceed themaximum $7,500 reimbursement; however, the costs of those
upgrades are likely justifiable, as they can lead to increased productivity and further risk reduction, allowing
members to avoid future claims and keep insurance costs from rising in the future.

It is also important to keep in mind these minimum standards will not eliminate all technology risks; given
technology’s evolving nature, there is no set of actions that will eliminate all technology risks. As a result, the
NJ MEL will periodically review, update, and distribute revised or additional minimum technology standards
to assist members in addressing the risk associated with using technology into the future.

Finally, it is important to understand perfect cybersecurity is not a specific status that can be attained.
Addressing this exposure will require ongoing resources and attention to reduce risks. This initial set of
standards is designed to reduce themajority of cybersecurity risks and provide an effective pathway to system
and data recovery in the event of a cybersecurity incident. These standards should be considered a starting
point. Failing to act accordingly can be construed as ignoring critical risks facing the member.
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NJ MEL Cyber Risk 
Management Program
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Getting Started!
Actions to Meet MEL Cyber Risk Management Program

Before you start, it is important to review this Program with your technology expert. Whether that
person is an employee or an outside consultant, engaging this person at the beginning of this process
can make conforming to the Program easier. Also, appreciate that each member will have different
considerations and approaches to meeting the standards. Some will already meet various standards,
some more, some less. There is no one size fits all plan when it comes to technology, but there are
someminimum standards. Your goal is to accomplish the following:

Understand the risks
Spend the time and attention to develop a plan to address the risks
Appropriate funds to meet the needs, if necessary
Manage the implementation
Establish an ongoing process to review technology.

These steps will get you started, caught up, or confirm your compliance:

1. If you don’t have one, get a knowledgeable technology expert to advise you, your governing body, and
senior management on implementing the Minimum Technological Proficiency Standards and
technology issues in general. The technology expert can be an existing employee, contractor, citizen
committee, employee committee, or combination thereof. If not done prior to engaging a technology
expert, ensuring computer systems are backed up in a way thatmeets theminimum technology standard
should be your top priority.

2. Have the technology expert review your existing security standards against theMinimum Technological
Proficiency Standards Chart to determine your current status.

3. Once this review is complete, work with your technology adviser to develop a plan, timetable, and budget
to implement any standards you do not currently meet. Plan to implement the standards to meet both
tiers as outlined in theMinimumTechnological Proficiency Standards. Consider the risks if either or both
tiers are not implemented. Review with senior management and the governing body and get approval.

4. Put funding in place, if necessary, and move forward with implementation.

5. Once implemented, send notice to the MEL by completing the MEL Cyber Risk Management Program
Certification Form (Appendix 3), also available on the MEL Cyber Risk Control webpage (below).

6. Establish a process to periodically (at least annually) review your technology risks, how the organization
is managing them, and ensure the Minimum Technological Proficiency Standards continue to be met.

Want to learn more about technology risks? See the work done by the Bloustein Local Government Research
Center on Technology Risk and local governments or theMEL Cyber Risk Control webpage:

MEL: https://njmel.org/mel safety institute/resource center/public officials/public officials cyber risk control/

Bloustein: http://blousteinlocal.rutgers.edu/managing technology risk/
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Minimum Technological Proficiency Standards
Tier values: Meeting all five Tier 1 requirements = $5,000 reimbursement (from original $10,000 deductible)

Meeting all remaining items (Tier 2) = additional $2,500 deductible reimbursement ($7,500 total)

Subject Tier Requirement Comment

A. TECHNICAL COMPTENCY
Minimum back up
practices

1 1. Daily incremental backups or the use of standardized system
images or virtualized desktops, with at least 14 days of versioning
on off network device for data files

2. Weekly off network full backups of all devices:
a. Use of non versioned, synchronized cloud based drives are

not acceptable as backup solutions. Cloud based drives
used for backup must have a minimum of 14 days of
versioned files

b. A full backup of non networked/standalone (desk
and laptop) computers must include all storage
drives

Alternative: consult with technology professional to assess and
make recommendations for agency backup needs.

3. All backups are spot checked monthly
4. Consult with third party application providers to ensure their

data files are part of a backup practice

“Versioning” is where a backup system stores multiple
copies of files going back in time. This permits a file
encrypted by ransomware to be recovered by going to
an earlier version of it.

Cloud based backup solutions include services such as
Carbonite, Mozy, and Crashplan that include several
weeks of versioning or similar ransomware protection.

Most Office 365 and Google Drive users have at least
14 days of versioning for data files; but it should be
verified as being active before using it as a backup
plan. If these are used, a separate backup or imaging
plan for system and applications files must be in place.

Patch 1 Patch all operating and application software with latest versions
as released (use automatic updating where practicable);
particularly as related to security patches. Outdated or non
supported operating systems and software are not used

Security patches should be applied immediately
unless testing shows the patch will create
application problems. System administrators need
to coordinate patch upgrades with applications
residing on systems managed by third parties to
ensure upgrades will not disable their applications.

Defensive software is
used and regularly
updated

1 1. For all desktops and laptops: antivirus, firewall enabled
2. Mail server: antispam and anti virus filters
3. For network servers that connect to the internet: firewall on all

active ports, unused ports closed, anti virus, anti malware
4. Microsoft Office applications open all downloaded files in “Protected

Mode”

Microsoft Windows 10 includes a built in firewall (as
do earlier versions) and anti virus software. Third
party applications that incorporate combinations of
defensive software are available commercially.
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Minimum Technological Proficiency Standards
Subject Tier Requirement Comment

A. TECHNICAL COMPTENCY (continued)
Server security 2 Servers are physically protected from access by unauthorized individuals Can be in a cage or locked cabinet (with sufficient

airflow) where only authorized users have access.
Access privilege
controls are in place

2 1. Users with administrator rights are limited to those that need them
2. Users only have access only to those services they need
3. Access rights are removed when no longer needed or when

employee separates from service
4. Access rights are periodically reviewed

Technology support 2 Staff or contractors are available to support its technology and
respond to security incidents

B. SOUND CYBER HYGIENE
Training 1 All computer users receive annual training of at least one hour

spread over two years. Training includes, but is not limited to
malware identification (email and websites), password
construction, identifying security incidents, and social engineering

The hour must be spread over the two years, not all at
once.

Policies 2 The organization adopts sound government internet and email use
policies

This includes the MEL standard Communications
Media Policy.

Protect Information 2 Files with personally identifiable and protected health information are
password protected or encrypted

This has specific relevance to human resource and
health information.

Password strength 2 Employees are required to use strong, unique passwords, changed
at least annually

Passphrases with at least 8 characters, with
incidental upper and lower case letters and
symbols are highly recommended.

C. TECHNOLOGY MANAGEMENT
Leadership has
expertise

2 Organization leadership has access to expertise that supports
technology decision making (i.e., risk assessment, planning, and
budgeting)

This can be any combination of officials,
employees, contractors/consultants, or citizen
volunteers as appropriate to the organization

Incident
Response Plan

1 Management/Governing Body adopts a basic cybersecurity incident
response plan to direct staff and guide technology management decision
making when a cybersecurity incident takes place

The MEL has developed a sample plan that is tied to
the Cyber Insurance coverage program. Please see
Appendix 2

Technology
Practices Policy

1 Management/Governing Body adopts a basic Information Technology
Practices Policy that outlines the entity’s commitment to sound cyber
security practices and technology management practices.

The MEL has developed a sample policy that is tied
to the Cyber Insurance coverage program. Please
see Appendix 1
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Notes Concerning theMELModel Information Technology
Practices Policy

1) The attached Model Policy (Appendix 1) provides MEL members a policy template that
implements the MEL’s Minimum Technological Proficiency Standards. Successfully
implementing and maintaining those standards will allow a MEL member who files a claim
under the MEL Cyber Insurance Policy to receive a reimbursement of up to $7,500.

2) Members are encouraged to amend the model policy to reflect their own practices. Policies
not consistent with, or which do not exceed the model policy will not meet the Minimum
Standard and the member would not qualify for deductible reimbursement.

3) The policy includes several terms and phrases that need to be edited to reflect each member’s
specific organization and practices. They are all italicized and enclosed in <brackets>. The
document should be carefully edited prior to adoption to replace those terms with ones
appropriate to the member.

4) The backup policy (Section A 1 of the Minimum Standards) is highly technical in nature. Prior
to adopting the policy, members should adjust it to reflect the member’s specific backup
practices; keep in mind, the practices describe a minimum. It is included in the policy
document as its importance is critical in the event technology systems are compromised and
warrants the attention of the member’s leadership. It is recommended the advice of a
technology expert be obtained to ensure the backup practice meets the member’s needs.

5) Elected officials and chief administrators should take careful note of the practices in Section
C of the Minimum Standards, as they relate to the process used by the member to make
technology decisions.

6) With regard to item C 2 of the Minimum Standards, the MEL has prepared a Cybersecurity
Incident Response Plan (Appendix 2). This template should be the starting point for the
adoption of a plan for the member. It can be adapted to reflect local practices, but must
remain consistent with when and how the carrier is notified to ensure the engagement a
breach coach and timely computer forensics engagement.

7) Underlying the policy is an assumption that individuals will be named to ensure the practices
are implemented and maintained. While the term “information technology manager” is
sometimes used, the member should carefully consider who, either employee(s), contactor(s),
or a combination thereof, are given responsibilities to implement specific practices.

8) To the extent that some practices are not currently in place, the policy can include target
dates for their implementation. A planned, but not implemented practice will not meet
eligibility for the deductible reimbursement.

9) While the MEL Cyber Risk Management Program represents minimum cyber security practices
for you to implement, we strongly recommend you consider the additional security practices
listed in Appendix 5.
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Model Information Technology Practice Policy
<Member Organization Name>

Purpose: To establish as policy certain information technology practices. Further, compliance with
various practices will enable <member> to claim a reimbursement of a paid insurance deductible in the
event the member files a claim against <member>’s cyber insurance policy, administered through <name
of JIF> and the Municipal Excess Liability Joint Insurance Fund.

A. Technical Operations

1. System and data back up practices: <Member> will implement backup practices that meet the
following as a minimum standard, or will implement recommendations of a qualified
information technology advisor who, after consideration of <member>’s information technology
needs, recommends an alternative, which shall be fully documented.

a) Daily incremental backups or the use of standardized system images or virtualized
desktops, with at least 14 days of versioning on off network device for data files

b) Weekly off network full backups of all devices:
a. Use of non versioned, synchronized cloud based drives are not acceptable as

backup solutions. Cloud based drives used for backup must have a minimum of
14 days of versioned files

b. A full backup of non networked/standalone desk and laptop computers must
include all storage drives

c) All backups are spot checked monthly
d) Consult with third party application providers to ensure their data files are part of a

backup practice

2. Security and system patching: all operating and application software shall be updated on a
timely basis with latest versions as released, particularly as related to security updates.
Outdated or non supported operating systems and software shall not be used unless there is no
practical alternative available, in which case, appropriate steps shall be taken to mitigate
potential security threats. System administrators shall coordinate patching with applications
maintained or managed by third parties to ensure upgrades will not disable their applications.
When upgrades cannot be applied, appropriate action shall be taken to prevent the system or
application from security exploitation.

3. Defensive software shall be installed and operative on all computing devices as follows:
a. For all desktops and laptops devices: antivirus and an enabled firewall
b. Mail server: anti spam and anti virus filters
c. For network servers that connect to the internet: an active firewall on all open ports,

unused ports closed; and anti virus, anti malware software running
d. All Microsoft Office applications are set to all downloaded files in “Protected Mode”

4. Server security: all servers are protected from unauthorized access by means of a secured cage,
locked cabinet (with sufficient airflow) or other physically secure means to ensure that only
authorized users have access to it.

5. Access privilege controls and policies are in place and maintained to ensure that: 1) users with
administrator rights are limited to those that need them; 2) that other users only have access to
those services they need for day to day activities; 3) that access is removed when it is no longer
needed or when an employee separates from service; and 4) access rights are periodically
reviewed to ensure compliance.



<Human resources officer> shall work with <information technology manager> to ensure that
system access needed by new employees is provided on a timely basis, and that notice of
termination of employees is provided and acted upon by <information technology manager>
prior to notice provided to the employee.

6. Security Incident response: Appropriately trained staff or contractors are available to support
<member>’s technology and to timely respond to security incidents.

B. Employee based Cyber Security Practices

1. All computer users shall receive annual training of <at least> one hour, <each year or spread
o v e r two years> in email and website malware identification, password construction,
identifying security incidents, and social engineering attacks.

2. Employees are required to use unique passwords or passphrases made up of at least 8
characters, changed periodically, but at least annually. Passwords/phrases shall be at least 8
alpha numeric characters, with incidental upper and lower case letters and symbols.

3. Files that contain protected data shall be password protection or be encrypted when the files
are stored or transferred to others, regardless of the storage medium or means of transfer.
Examples of protected data includes social security numbers, birthdates, driver’s license
number, health insurance numbers, etc. Practices shall include ensuring that more than one
employee is aware of the password or passphrase used to encrypt these files.

C. Technology Management Practices

1. <Mayor and Governing Body> shall ensure that technology policy decisions (i.e., risk
assessment, planning, and budgeting) are made with input from staff or advisors that possess
appropriate technological expertise. This can be any combination of officials, employees,
contractors/consultants, or citizen volunteers as they determine necessary.

2. <Chief administrative officer or Governing Body> shall approve and implement a cybersecurity
incident response plan to direct staff and guide IT management decision making when a
cybersecurity incident takes place.



Appendix 2 
Member Minimum Security Response Plan for Cybersecurity 
Incidents 

NJ MEL Cyber Risk Management 
Program     

 



MELMember Minimum Security Response Plan for
Cybersecurity Incidents

If you suspect a cyber incident has taken place, call the hotline, notify your JIF claims administrator, and
start your incident response plan.

This plan is a minimum. A member can modify it to reflect member specific circumstances, but it must be
consistent with the MEL cyber insurance policy, in that the member’s Claims Administrator and the XL
Catlin Data Breach Hotline are immediately notified of a security incident.

What is a Cybersecurity Incident?

For cyber insurance purposes, a security incident is an event that is a: cyber security breach, or cyber
extortion threat, or data breach.

What is a Cyber Security Breach: Any unauthorized: access to, use or misuse of, modification to the
network, and/or denial of network resources by attacks perpetuated through malware, viruses, worms,
and Trojan horses, spyware and adware, zero day attacks, hacker attacks and denial of service attacks.

What is a Cyber Extortion Threat: A threat against a network to:
1. disrupt operations;
2. alter, damage, or destroy data stored on the network;
3. use the network to generate and transmit malware to third parties;
4. deface the member’s website; and
5. access personally identifiable information, protected health information or confidential

business information stored on the network;
made by a person or group, whether acting alone or in collusion with others, demanding payment or a
series of payments in consideration for the elimination, mitigation or removal of the threat.

What is a Data Breach: The actual or reasonably suspected theft, loss or unauthorized acquisition of
data that has or may compromise the security, confidentiality and/or integrity of personally identifiable
information, protected health information, or confidential business information.

Employees need training to understand what a security incident is, what they might observe if one is
happening, and how to report it. For example, a security incident could include appearance of a
ransomware attack screen, the mouse or computer screen acting on its own, an unauthorized user
accessing a computer, not being able to access routine services, device theft, or finding a damaged or
non operating computer.

Other security incidents that would be noticed by system administrators include:
Attempts from unauthorized sources to access systems or data
Unplanned disruption to a service or denial of a service
Unauthorized processing or storage of data
Unauthorized changes to system hardware, access rights, firmware, or software
Presence of a malicious application, such as ransomware or a virus
Presence of unexpected/unusual programs
A denial of service condition against data, network or computer



Responding to a Security Incident

Prerequisites to managing a security incident:
a) The member has access to technology (tech) support personnel (employee or contractor) that understands

how to recognize and respond to security incidents.
b) Management knows how to contact tech support when a security incident occurs.
c) Staff has received instruction on how to identify a potential security incident and how to contact tech support

when one happens.
d) Management establishes a chain of command for staff to report a potential security incident.
e) It is strongly advised that tech support develops a detailed security incident response plan tied to the

member’s technology risks.

What to DoWhen a Possible Security Incident Takes Place

1. The user aware of a possible security incident should identify the affected device(s) (individual machines or
network equipment) and:

a. Immediately contact tech support to report the event and follow their instructions. It is now the
responsibility of tech support to notify management of the incident and to execute the security incident
response plan.

b. Continue with Step 2 if tech support is not immediately available.

2. Isolate the affected devices from the network or internet by removing the network cable from the device. If
operating via wireless, turn off the wireless connection. Tu rn the equipment off if tech support is not
immediately available or isolation is not possible. If the machine will not let you do that, unplug the power
supply.

3. User reports the incident to management.

a. If technology support has not been contacted management by this time, management must communicate
with support, advise them of the situation, and engage them in the matter.

4. Management or tech support assesses if the incident is a cyber security breach, cyber extortion threat, or data
breach. If it is, or if there is any question that the incident may or may not be one, management contacts their
JIF Claims Administrator to advise them of the incident and management (or tech support) will call the XL Catlin
Data Breach Hotline (855 566 4724). If not answered, leave a message naming the member’s contact person. Do
not delay in calling the Hotline. When they respond, follow their instructions. They will refer the matter to a
“breach advisor/counsel” (an attorney experienced in cybersecurity incidents) who will coordinate the response.
The Breach Counsel will reach out to the named contact person. Provide Breach Counsel with all information
about the incident and work with them to determine the next steps. Engage technology support as much as
practical.

5. Advise the member’s risk manager, JIF Executive Director, member legal counsel, chief operating officer, and
chief executive officer (i.e., Mayor, Commission Chair, etc.) of the event and actions taken.

6. Follow advice from Breach Counsel and your technology personnel until the issue is resolved.

7. Document all actions as they are taken.
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Entity Name:

JIF Name:

Technical Competency 
Minimum Back-Up Practices 

1. Daily incremental backups with at least 14 days of versioning on off-network 
device for data files 

2. Weekly off-network full backups of all devices 
3. All backups are spot-checked monthly 
4. Data files of third party application providers are part of their backup practice 
5. Cybersecurity practices are formalized as a policy and implemented 

Patch
1. All operating and application software with latest versions 

Defensive Software 
1. All desktops and laptops: antivirus, firewall enabled 
2. Mail server: anti-spam and anti-virus filters 
3. Internet connected network servers: firewall on all active ports, unused ports 

closed, anti-virus, anti-malware 
4. If applicable, Microsoft Office applications open all downloaded files in 

“Protected Mode” 

Cyber Hygiene 
Training

1. All network users receive annual training of at least one hour, spread over two 
years, in: 

a. malware identification (email and websites) 
b. password construction 
c. identifying security incidents 
d. social engineering attacks 

Technology Management 
Incident Response Plan 

1. Adopted basic cybersecurity incident response plan
2. Adopted basic technology practices policy 

Tier 1 Completed

MEL Cyber Insurance Reimbursement Plan

Minimum Technological Standards
Certification



Tier 2
Technical Competency 
Physical Server Access 

1. Servers are physically protected from unauthorized access 

Access Privilege Controls 
1. Users with administrator rights are limited 
2. Users only have access to those services they need 
3. Access is removed when no longer needed or separated from service 
4. Access rights are periodically reviewed 

Technology Support 
1. Staff or contractors are available to support technology and respond to 

security incidents 

Cyber Hygiene 
Policies

1. Adopted sound and periodically reviewed government internet and email 
use policies 

Protect Information 
1. Files containing PII and PHI are password protected or encrypted 

Password Strength 
1. Employees are required to use strong, unique passwords, changed at least 

annually 

Technology Management 
Leadership Expertise 

1. Leadership has access to expertise that supports technology decision 
making, such as risk assessment, planning and budgeting (check all that 
apply)

a. Officials 
b. Employees 
c. Contractors/consultants 
d. Citizen volunteers 

Completed

MEL Cyber Insurance Reimbursement Plan

Minimum Technological Standards
Certification



This document must be signed by the mayor, municipal administrator or municipal clerk (or director of
entity if not a municipality) AND your technology expert.

MEMBER ENTITY

Print Name Title

Signature Date

TECHNOLOGY EXPERT

Print Name Title

Signature Date

Signature 

MEL Cyber Insurance Reimbursement Plan

Minimum Technological Standards
Certification
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Entity Name:

JIF Name:

Claim #:

Technical Competency 
Minimum Back-Up Practices*

1. Daily incremental backups with at least 14 days of versioning on off-network 
device for data files 

2. Weekly off-network full backups of all devices 
3. All backups are spot-checked monthly 
4. Data files of third party application providers are part of their backup practice 
5. Cybersecurity practices are formalized as a policy and implemented 

Patch*
1. All operating and application software with latest versions 

Defensive Software*
1. All desktops and laptops: antivirus, firewall enabled 
2. Mail server: anti-spam and anti-virus filters 
3. Internet connected network servers: firewall on all active ports, unused ports 

closed, anti-virus, anti-malware 
4. If applicable, Microsoft Office applications open all downloaded files in 

“Protected Mode” 

Cyber Hygiene 
Training*

1. All network users receive annual training of at least one hour, spread over two 
years, in: 

a. malware identification (email and websites) 
b. password construction 
c. identifying security incidents 
d. social engineering attacks 

Technology Management 
Incident Response Plan & Technology Practices Policy*

1. Adopted basic cybersecurity incident response plan (Appendix 2)
2. Adopted basic technology practices policy (Appendix 1) _____________

Notes
1. All items marked with an asterisk require documented support, outlined later in this application. 
2. All appendices referenced are included in the MEL Cyber Risk Management Program packet. 

Tier 1 Completed

MEL Cyber Risk Management Program

Deductible Reimbursement
Application



Tier 2
Technical Competency 
Physical Server Access 

1. Servers are physical protected from unauthorized access 

Access Privilege Controls 
1. Users with administrator rights are limited 
2. Users only have access to those services they need 
3. Access is removed when no longer needed or separated from service 
4. Access rights are periodically reviewed 

Technology Support*
1. Staff or contractors are available to support technology and respond to 

security incidents 

Cyber Hygiene 
Policies*

1. Adopted sound and periodically reviewed government internet and email 
use policies 

Protect Information 
1. Files containing PII and PHI are password protected or encrypted 

Password Strength*
1. Employees are required to use strong, unique passwords, changed at least 

annually 

Technology Management 
Leadership Expertise 

1. Leadership has access to expertise that supports technology decision 
making, such as risk assessment, planning and budgeting (check all that 
apply)

a. Officials 
b. Employees 
c. Contractors/consultants 
d. Citizen volunteers 

Completed

Notes
1. All items marked with an asterisk require documented support, outlined later in this application. 
2. All appendices referenced are included in the MEL Cyber Risk Management Program packet. 

MEL Cyber Risk Management Program

Deductible Reimbursement
Application



All supporting documentation noted below are discussed in detail in the Minimum Technological
Proficiency Standards.

Tier 1
1. Cyber hygiene training certificates
2. Screen shots of antivirus coverage
3. Screen shots of patches
4. Backup reports showing offsite backups
5. Copies of Incident Response Plan & Technology Practices Policy (appendices 1 and 2)

Tier 2
1. List of staff or contractors that support technology
2. Copies of adopted policies

a. Access, use, & control policy (appendix 1)
b. Acceptable use policy (MEL standard communications email policy)
c. PII & PHI encryption policy (appendix 1)
d. Password policy (appendix 1)

This document must be signed by the mayor, municipal administrator or municipal clerk (or director of
entity if not a municipality) AND your technology expert.

MEMBER ENTITY

Print Name Title

Signature Date

TECHNOLOGY EXPERT

Print Name Title

Signature Date

Supporting Documentation Required 

Signature 

MEL Cyber Risk Management Program

Deductible Reimbursement
Application
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ADDITIONAL SECURITY PRACTICES TO CONSIDER

Subject to adequate budgeting and staffing resources, there are additional technological enhancements that
members can implement to help manage their risk in using technology. These practices include the following
suggested actions:

a) Conduct a security review of third party vendors

b) Conduct and maintain an inventory of authorized and unauthorized devices

c) Servers are protected from environmental hazards

d) Conduct and maintain an inventory of authorized and unauthorized software and
whitelisting of approved software

e) Implement basic internet content filtering

f) Ensure that a firewall protects the <member>’s Wi Fi network from any public Wi Fi network

g) Employees receive a total of one hour of annual cyber hygiene training

h) <Primarily for members with managed or sophisticated technology profiles (e.g. with several full
time IT staff members): Implement and maintain the CIS Critical Security Controls and the NIST
Cybersecurity Framework as part of the technology planning practices



Appendix 6 
Cyber Insurance Reimbursement Plan Infographic 

NJ MEL Cyber Risk Management 
Program     

 



MEL Cyber Insurance Reimbursement Plan 

$10,000 standard claim deductible

$5,000 reimbursement if TIER 1 requirements are met

$7,500 reimbursement if TIER 1 & 2 requirements are met

Tier | Technical Competency | Cyber Hygiene | Tech Management

Minimum
back-up
practices

1 Patch

Defensive
software

Controlled
server
access

Access
privilege
controls

Technology
support

Training

Policies

Protect 
information

Password
strength

Incident 
response
plan

Leadership
has
expertise

Plus   Improve Your Technical Competency With...  Brought to You By

Details at:
https://njmel.org/mel safety institute/resource center/public

officials/public officials cyber risk control/

2

+
Safe and secure servers 
Third party risk assessments 
Device inventory 
Software inventory 
Secure internet usage 
Wi-Fi controls 
Additional training 
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